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Abstract 

In the current digital era, digital economic and financial transactions are increasing 

rapidly in line with the use of digital platforms during the pandemic caused by Large-Scale 

Social Restrictions (PSBB). The growth was offset by the rampant cases of personal data 

leakage in digital financial transactions in Indonesia. Besides, personal data itself is a person's 

personal right that must be protected as best as possible and efforts to protect personal data 

for users of digital platforms is needed. The application of a Data Protection Officer that 

reflects the General Data Protection Regulation is the right solution for protecting personal 

data. This research was conducted with the aim of giving companies and consumers confidence 

in the Data Protection Officer as an independent institution capable of protecting personal 

data on digital platforms. The research method used is juridical normative with a statute 

approach, a case approach, and a comparative legal approach. The results and conclusions of 

this study are that it is necessary to formulate a regulatory formulation for the Data Protection 

Officer profession so that it can function according to its protection function 
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Introduction 

In the Industrial Revolution 4.0, all activities in aspects of human life are closely related 

to digital access. Now, human productivity is assessed through the efficiency of technology 

which plays an important role in improving the standard of living of the nation. Along with the 

rapid development of the digital era, especially in information and communication technology 

which was previously not carried out thoroughly online, is currently experiencing a transition 

period where all activities switch digitally. This happened in connection with the conditions of 

the world affected by the COVID-19 pandemic. The public is required to carry out all activities 

from home, from meetings to financial transactions to obtain the necessities of daily life that 

are carried out remotely through online media. This situation cannot be avoided by various 
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nations so that readiness to face the digital era is very much needed in order to improve the 

quality of life of the world community. 

 The pandemic period also had a significant impact on the Indonesian people, which was 

marked by the acceleration of digitalization, especially in the economic field. As can be seen 

from the increase in digital financial transactions through the use of digital platforms during 

the pandemic caused by Large-Scale Social Restrictions (“PSBB”) until now it has developed 

into the Enforcement of Restrictions on Community Activities (“PPKM”) so that the 

community's space for movement is very limited. The implementation of the PSBB has a real 

impact, namely the strengthening of public preferences and acceptance for digital transactions. 

The increase in digital financial transactions that occurred in Indonesia can be strengthened 

based on electronic money transaction data according to Bank Indonesia, namely, in October 

2020, the value of electronic money transactions reached Rp 18.79 trillion with a volume of 

392.88 million transactions. This achievement shows that throughout 2020, October had the 

highest value of electronic money transactions. Meanwhile, in terms of volume, the largest 

occurred in January with 457.94 million transactions worth Rp 15.87 trillion (Malik, 2020). 

 In more detail, the author will provide data related to the increase in digital financial 

transactions, both in the form of digital banking, financial technology (“fintech”), electronic 

wallet (“e-wallet”), to electronic commerce (“e-commerce”) transactions. First, in the scope 

of digital banking, there was an increase in PT Bank Rakyat Indonesia Tbk which recorded 

that throughout May 2020 there was an increase of 100% in BRImo mobile banking transaction 

services, when compared to before the Government announced the COVID-19 pandemic in 

early March 2020 with an average number of transactions an average of almost 6 million every 

day. Meanwhile, PT Bank Central Asia Tbk recorded digital payment growth of 20% to 30% 

with account opening via video banking reaching 5,100 accounts per day. Furthermore, Jenius 

as a digital banking product from PT Bank BTPN Tbk which recorded the addition of new 

online and organic customers increased by 25% compared to before the pandemic period. 

 Second, fintech-based digital payment transactions experienced an increase in 

transactions, namely new OVO users recorded an increase of 267% during the pandemic. 

Third, in the e-wallet, there was a 50% growth in transactions in the DANA application from 

January to mid-May. Next, there is the Gopay application, Gojek's e-wallet, which recorded an 

increase in transactions during the pandemic, which increased by 103%. Fourth, in e-commerce 

transactions, namely Bukalapak, which recorded an increase of up to 50% in June 2020 

compared to the same month in 2019. Sales at Tokopedia also managed to penetrate 8.6 million 

in the middle of the year, an increase of 1.4 million compared to January, 2020. Then, Shopee 

also recorded a 3-fold increase in demand for the food and staple category during the pandemic 

(Astutik & Hastuti, 2020). This percentage shows that everything from meeting daily needs to 

financial transactions can be done efficiently through digital platforms so that one of the effects 

of the COVID-19 pandemic is the development of digital technology for all aspects of 

Indonesian people’s lives. 

 The use of various kinds of digital platforms above has become a routine for the 

community as a form of ease of transacting to meet their daily needs so that the public as users 

must give full trust to the digital platform which in its arrangement is further managed by the 

electronic system operator.5 In this case, the trust in question is that the public entrusts the 

electronic system operator to manage all information regarding their personal data submitted 

as a mandatory requirement for using the digital platform. Personal data itself can be interpreted 

as single information or a collection of information, whether confidential or not, provided by 

                                                 
5 Article 1 number 4 of Government Regulation Number 71 of 2019 concerning the Implementation of Electronic 

Systems and Transactions reads, "Electronic System Operators are any Person, state administrators, Business Entities, and the 

public who provide, manage, and/or operate Electronic Systems individually or together with Electronic System Users for 

their own needs and/or the needs of other parties.” 
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the owner of the personal/consumer data and collected into an electronic system that is 

processed by the electronic system operator to be used in accordance with its purpose and use. 

If the electronic system operator does not manage data properly, then the consequences of 

personal data leakage can occur, and also if misused, the owner/ consumers can resolve it 

through civil law media and/or criminal law media (Agren, Bjelkmar & Allison, 2021). In 

connection with the rise of digital financial transactions, if there is a leakage of personal data 

on the digital platform, it can potentially cause financial losses to threaten the security and 

safety of the owner of the personal data that is harmed (Hutchinson & Treščáková, 2021).  

 

Since the beginning of 2020, there have been several cases of personal data leakage in 

Indonesia, namely: 

 

Table 1. Some of Personal Data Leakage Cases in Indonesia in 2020 

No. Platform Digital Number of Data Misuse 

1. Tokopedia At the beginning of May 2020, as many as 91 million user data and more 

than 7 million Tokopedia merchant data were reportedly sold on dark 

websites. 

2. Bhinneka.com A group of hackers by the name of ShinyHunters claims to have sold 1.2 

million Bhinneka.com customer data in May 2020. 

3. KreditPlus KreditPlus user data leaks are described in a report from the cybersecurity 

firm from the United States, Cyble. Based on the report, personal data 

belonging to around 890,000 KreditPlus customers was allegedly leaked 

in August 2020. 

4. RedDoorz The founder of the Indonesian Ethical Hacker community, Teguh 

Aprianto revealed that there were 5.8 million data on RedDoorz users 

which were sold for US$2,000 or around Rp 28.2 million in November 

2020. 

5. Cermati At the beginning of November 2020, around 2.9 million data from 

Indonesian fintech platform users, namely Cermati, were reportedly 

hacked and sold freely. 

Source: Stephanie (2021) 
 

Based on several cases of data leakage on digital platforms used by the public, it can be seen 

that there is an urgency for the protection of personal data in Indonesia. Previously, it should 

be realized that personal data is a fundamental right that exists in every person’s personality. 

Based on the Indonesian constitution which is stated in Article 28G paragraph (1) of the 1945 

Constitution of the Republic of Indonesia, namely, “Everyone has the right to protect himself, 

his family, honor, dignity, and property under his control, and has the right to a sense of security 

and protection from the threat of fear to do or not do something which is a human right.” The 

statement relates to the purpose of protecting personal data based on the ratio legis in the Bill 

on the Protection of Personal Data as of January 2020 (“RUU PDP”), which is to guarantee 

the right of citizens to personal protection and to raise public awareness as well as to guarantee 

recognition and respect for the importance of protecting personal data. 

 In this all-digital era, the public must realize that the protection of personal data is a 

very important effort as a part of privacy rights to monitor access to information about a 

person's life and personal data. In accordance with Article 26 paragraph (1) of Law Number 11 

of 2008 concerning Information and Electronic Transactions as amended by Law no. 19 of 
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2016 (“UU ITE”) which states that, "Unless otherwise stipulated by the Laws and Regulations, 

the use of any information through electronic media concerning a person's personal data must 

be carried out with the consent of the person concerned". Protection of personal data is an effort 

that must be enforced because the more rapid the use of digital platforms, the more misuse of 

personal data by irresponsible parties. Public trust as users of digital access is at stake if there 

is no guarantee for the protection and management of personal data in the applicable digital 

economy system. Therefore, the protection of personal data is very much needed in this digital 

era. The protection of personal data does not only aim at the respective owners themselves but 

there needs to be a realization of action from officers who are able to guarantee the protection 

of personal data in every sector of digital platform companies that act as controllers or 

processors of personal data (Kaya, 2020).  

 Officers who play a role in carrying out the function of protecting personal data are 

listed in the RUU PDP. The idea about the officer was obtained from a regulation established 

by European countries that are members of the European Union, namely the General Data 

Protection Regulation (“GDPR”) which specifically regulates the protection of personal data 

and came into force on 25 May 2018. In the regulation, there is a regulation regarding the Data 

Protection Officer (“DPO”), which is a data protection officer assigned to the internal 

company. Not only triggering a sense of security for consumers who provide personal data to 

digital platform companies as providers of electronic systems, the formation of officers who 

are able to guarantee the protection of personal data can also open up new job opportunities for 

the people of Indonesia. Along with the development of technological sophistication in the 

digital era, accompanied by all aspects of human life that are starting to depend on existing 

information and communication technology, Indonesia can take advantage of it all as an 

opportunity to improve the standard of living of the nation in accordance with Indonesia's 

vision of the Industrial Revolution 4.0, namely to create an advanced digital nation (Sinaga & 

Putri, 2020). 

 

Method 

In writing a scientific paper entitled “Idealization of the Establishment of a Professional 

Code of Ethics Commission for Data Protection Officers on Financial Transactions in 

Indonesia”, the research method used by the author is a normative juridical method, namely 

library law research conducted by examining library materials or secondary data mere (Kurien 

& Chikkamannur, 2019). The author uses the scope of research on the principles of law and 

comparative law.  

The data collection procedure used by the author is primary data (primary data), namely 

the reality in the field, and secondary data (secondary data) sourced from library materials. In 

this study, the author uses secondary data, namely First, primary legal materials consisting of 

the 1945 Constitution of the Republic of Indonesia, Law Number 11 of 2008 concerning 

Information and Electronic Transactions as amended by Law Number 19 of 2016, Government 

Regulation Number 71 of 2019 concerning the Implementation of Electronic Systems and 

Transactions, Regulation of the Minister of Communication and Information Technology 

Number 20 of 2016 concerning Protection of Personal Data in Electronic Systems, Financial 

Services Authority Regulation Number 13/POJK.02/2018 concerning Digital Financial 

Innovation in the Financial Services Sector, Circular Letter of the Financial Services Authority 

Number 14/SEOJK 07/2014 concerning Confidentiality and Security of Consumer Personal 

Data and/or Information, Draft Law on Personal Data Protection as of January 2020. Second, 

secondary legal materials such as books, scientific journals, seminar proceedings, and websites. 

Third, tertiary legal materials such as dictionaries and encyclopedias. 

The author uses several approaches that are considered relevant to the issue being 

researched, namely First, the legal approach is carried out by examining all laws and 
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regulations related to the legal issues being handled. Second, the case approach is carried out 

by examining cases related to the issues at hand. Third, a comparative approach is carried out 

by comparing the laws of a country with the laws of one or more other countries on the same 

matter. Furthermore, the author uses qualitative research methods because in processing the 

data, the author does it by means of a literature study, namely analyzing laws and regulations, 

legal theories, books, journals, and a number of other literature that can be accounted for. The 

author also uses descriptive research methods in order to explain the problems and solutions in 

detail and accurately (Nikkel, 2020). 

 

Formulation of Data Protection Officer Profession Arrangements in Indonesia 

Protection of personal data is very necessary, in addition to being carried out by users 

of personal data themselves to be managed and maintained so they are not easily hacked, 

electronic system operators have an obligation to protect information that has been entrusted 

by users to be managed as well as possible. The increasing use of digital financial transactions 

must be balanced with appropriate protection measures to protect consumers' personal rights 

to avoid misuse of personal data. Cases of misuse of consumer personal data that are rife can 

have an impact on decreasing the level of consumer confidence as all financial transactions 

currently rely on digital access. Therefore, to restore consumer confidence in the use of digital 

financial transactions, efforts to protect personal data by electronic system operators must be 

increased. 

In order to protect personal data on the internet, under certain conditions when a 

company handles consumer's personal information, the GDPR requires the company to appoint 

a DPO who is in charge of overseeing GDPR compliance. In this case, the DPO or data 

protection officer is required to have knowledge of the law and expertise in data protection 

practices. In addition, the GDPR also provides advice for most companies that manage personal 

data to employ DPOs. As DPO within the scope of the European Union provides a major 

contribution to the protection of consumer personal data. The role of DPOs in the European 

Union has avoided severe penalties of up to 4% of global revenues. If Indonesia participates in 

implementing the existence of DPO, then the right solution has been found to reduce the 

occurrence of personal data leakage in this digital era (Wolford, 2018). 

The regulation regarding the obligation to appoint DPOs in Indonesia is stated in Article 

45 paragraph (1) of the RUU PDP, namely that personal data controllers and personal data 

processors are required to appoint an official or officer who carries out the function of 

protecting Personal Data. This provision is closely related to Article 14 paragraph (1) of PP 

PSTE which regulates the obligations of electronic system operators to implement the principle 

of personal data protection in processing personal data. With the establishment of the DPO in 

the RUU PDP, the organizer of the electronic system in processing personal data has the 

obligation to appoint the DPO as an officer who carries out the function of protecting personal 

data. More clearly, the company as the operator of the electronic system that controls and 

processes personal data has an obligation that must be fulfilled, namely appointing a DPO in 

accordance with statutory provisions. Because it needs to be realized that by appointing a DPO, 

the electronic system operator has made efforts to protect consumers' personal data. 

Furthermore, to provide social security and control in carrying out the obligation to 

appoint DPOs, there is a provision in the RUU PDP regarding administrative sanctions for 

electronic system operators who do not comply. When referring to the case that occurred in 

Spain on June 9, 2020, Glovo Delivery was subject to a sanction in the form of an 

administrative fine of 25,000 euros for not appointing a DPO in accordance with Article 37 of 

the GDPR (Divi, 2020). The action taken by the Spanish Data Protection Agency by imposing 

sanctions on Glovo Delivery is very appropriate because it is able to make other electronic 

operators aware that DPO is very important in order to protect personal data. The Indonesian 
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nation can reflect on this case by enforcing the embodiment of the regulations related to 

administrative sanctions as stated in Article 50 paragraph (1) of the RUU PDP for electronic 

system operators who do not meet the provisions of Article 45 paragraph (1) of the RUU PDP 

regarding the obligation to appoint DPOs. The administrative sanctions referred to in Article 

50 paragraph (2) of the RUU PDP are in the form of written warnings, temporary cessation of 

personal data processing activities, deletion, and destruction of personal data, compensation, 

and/or administrative fines. 

In connection with the implementation of DPO in Indonesia which is in line with the 

opportunities for new job openings influenced by the development of the digital era, DPOs 

have their own qualifications in accordance with the provisions of Article 37 of the GDPR, 

which are stated in Article 45 paragraphs (3) and (4) of the RUU PDP which states that The 

officer or officer who performs the function of protecting Personal Data must be appointed 

based on professional quality, knowledge of the law and practice of protecting Personal Data, 

and ability to fulfill his/her duties. As for recruiting DPOs in a company, they can come from 

inside and/or outside the Personal Data Controller or Personal Data Processor. 

Further to the position of DPOs, Article 38 of the GDPR states that other employees in 

the organization are not permitted to issue any instructions to DPOs regarding the performance 

of their duties. So, DPOs not only have broad responsibilities but their positions are also 

protected from potential interference from the company so as not to misuse personal data based 

on the independence of their profession. Then, DPOs are also bound by confidentiality in 

carrying out their duties and will only report tasks related to the company directly to the highest 

management as stakeholders of the company. In this case, it can be seen that the DPO has 

significant duties and positions as an independent institution with special expertise that can be 

occupied by many parties in accordance with applicable regulations (Mulligan, Freeman & 

Linebaugh, 2019, p. 42). 

DPO is a manifestation of the formation of a new profession in the digital era. To 

become a professional after the RUU PDP is passed, DPO must be associated with ethical 

discipline, code of ethics, and certification in the field of law and practice of protecting personal 

data. The legal characteristics of a profession are having legal standing and in obtaining a job 

one must go through special training required by law so that a person has the right to serve in 

that position. DPO as a professional figure, namely a person who has expertise and knowledge 

in increasing the protection of personal data of digital platform users. Therefore, a person 

independently must be able to meet the needs of the community in terms of services in fields 

that require expertise and knowledge. The bearer of the profession concerned will decide what 

to do in carrying out his/her professional development. They are personally responsible for the 

quality of the services that they carry out (Sidharta, 2015, p. 228). 

In connection with the DPO profession which is adapted to the understanding of the 

profession, to work as a DPO in a company requires special preparation and knowledge that is 

guided by skill education. DPOs also need professional ethics to act and take the right attitude 

in carrying out their profession. With the existence of ethics in a profession, there will be rules 

and high moral standards so that DPOs can serve the interests of many people to protect their 

personal data. Ethics will guide DPOs who are professionals in their fields to make decisions. 

Thus, in the future, professionals will have an ethical discipline that can be developed and 

applied by DPOs as professionals. 

In addition, to establish more specific norms of professional ethics, DPOs can formulate 

a code of ethics as a basis for carrying out their duties. The code of ethics in question is self-

regulation established by the DPO profession itself so that it can animate the ideals and values 

of the implementation of DPO in Indonesia. The code of ethics is very important as a guideline 

for every member of the DPO profession regarding the principle of professionalism in carrying 

out the profession in accordance with the applicable duties and authorities. Therefore, the code 
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of ethics must include sanctions for violations if the DPO violates the duties set by the 

government through the RUU PDP. Sanctions that can be recommended are in the form of 

moral sanctions to legal sanctions as a means of social control for the community over the DPO 

profession. With the enactment of the code of ethics, an Honorary Council or Professional 

Commission can also be formed which is authorized to handle cases of violations of the code 

of ethics by DPOs. The establishment of a code of ethics in accordance with these provisions 

aims to ensure that DPOs have full responsibility for the profession they have been engaged in 

and prevent unethical behavior from occurring (Sugianto, 2017). 

After compiling provisions regarding the aspects needed to form DPO into a profession, 

standardization of standards to train the skills and skills of the DPO profession is also very 

much needed. This is done to increase the trust of companies that want to appoint DPOs, so 

that before being assigned to a company, DPOs already have adequate skills to carry out the 

function of protecting personal data in accordance with existing laws and regulations. In this 

case, to gather every member of the DPO profession with the aim of training and maintaining 

skills and conducting professional certification to them, an association can be formed as a 

statutory mandate to protect personal data. 

Provisions regarding steps to make DPOs a profession can be enacted in the RUU PDP 

by adding a clear systematic to the new article, namely Article 45A which reads as follows: 

 

“(1) In order to maintain the dignity and honor of the profession of officials or officers 

who carry out the function of protecting personal data, a professional code of ethics is 

drawn up by the Association of officials or officers who carry out the function of 

protecting personal data. 

(2) Officials or officers who carry out the function of protecting personal data are 

obligated to comply with the code of ethics and the provisions concerning the Code of 

Ethics Commission. 

(3) The code of ethics commission examines and prosecutes violations of the 

professional code of ethics of officials or officers who carry out the function of 

protecting personal data based on the procedures for the commission of the code of 

ethics. 

(4) Officials or officers who carry out the function of protecting personal data as 

referred to in Article 45 paragraph (3) must meet the standardization of standards 

prepared by the Association of officials or officers who carry out the function of 

protecting personal data. 

(5) The association of officials or officers carrying out the function of protecting 

personal data is a free and independent professional forum established in accordance 

with the provisions of this Law with the aim and purpose of improving the professional 

quality of the official or officer carrying out the function of protecting personal data.” 

 

In relation to the provisions regarding associations, in Indonesia itself there has been 

the first association for DPOs which was established in 2020, namely the Association of 

Indonesian Data Privacy Professionals (“APPDI”). It is hoped that the associations that 

oversee DPOs in Indonesia will be able to guarantee the development of DPOs into a profession 

with legal stages determined by Indonesian legislation. Thus, the proposal for the addition of 

Article 45A above can be made before the RUU PDP is passed, as the ratification of the RUU 

PDP requires a united political will by the legislature. As for the development of the RUU PDP, 

until this paper was formed in May 2021, it has not been ratified and has only been included in 

the 2021 Priority National Legislation Program Bill (“Prolegnas”). It can be seen that there is 

an urgency that the RUU PDP must be promulgated immediately because the formulation is 

very necessary for the context of ensuring the existence of DPO as a necessity to protect 
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individual rights in society. In addition, further provisions regarding the existence of DPOs in 

Indonesia can be regulated in a Government Regulation and/or Regulation of the Minister of 

Communication and Information in accordance with the mandate of the RUU PDP. Through 

adequate protection of personal data, it will be able to provide trust for the public to provide 

personal data for the greater public interest without being misused or violating their personal 

rights. 

 

The Role of the Data Protection Officer in Performing the Function of Personal 

Data Protection for Financial Transactions in Indonesia 

 In connection with the above explanation regarding the formulation of the regulation of 

the DPO profession in Indonesia, it will be closely related to the role of the DPO in carrying 

out the function of protecting personal data in financial transactions in Indonesia. Each DPO 

that has been appointed by the company as the operator of the electronic system has the task as 

stated in Article 46 paragraph (1) of the RUU PDP. In this task, DPOs who are already internal 

to the company can inform and provide suggestions for personal data controllers or personal 

data processors to comply with the provisions in the RUU PDP. DPOs can also monitor and 

ensure compliance with the RUU PDP and policies on personal data controllers or personal 

data processors, including assignments, responsibilities, awareness-raising, and training of 

parties involved in the processing of personal data, and audits within related companies. DPOs 

can provide advice on assessing the impact of protecting Personal Data and monitoring the 

performance of Personal Data Controllers and Personal Data Processors. 

 While working within the company internally, the DPO is the party that coordinates 

and acts as a liaison for issues related to the processing of Personal Data, including conducting 

consultations on risk mitigation and/or other matters related to their duties in protecting 

consumer’s personal data. Recruitment of DPOs in a company engaged in the digital economy 

and finance that manages personal data will be very much needed in line with the rapid 

development of the digital era in Indonesia today. Therefore, users of digital financial 

transactions as consumers need guarantees that the personal data they share with digital 

platforms will be safe when managed. Thus, as a preventive measure to avoid errors during 

data management to the occurrence of personal data leakage, DPOs are required to carry out 

all their duties in protecting personal data and enforcing the personal rights of consumers. 

 Based on the data that has been presented by the author in Table 1 regarding several 

cases of personal data leakage in Indonesia in 2020, if there are 5 digital platforms divided into 

the realm of digital financial transactions, namely e-commerce and fintech, which have these 

problems. As for digital financial regulation, it is further regulated in Financial Services 

Authority Regulation Number 13/POJK.02/2018 concerning Digital Financial Innovation in 

the Financial Services Sector. A fintech platform is a form of Digital Financial Innovation 

(“IKD”), so Article 4 states the IKD criteria and in letter g it is written that the IKD criteria 

must pay attention to aspects of consumer protection and data protection. This shows that the 

protection of personal data in financial transactions in this digital era is very much needed, as 

is the existence of DPOs in Indonesia. 

 In the author's opinion, problems related to personal data leakage can be prevented by 

preventive measures taken by the company from the five digital platforms. If the RUU PDP 

and the DPO profession have been passed, companies can appoint DPO as an effort to protect 

consumers' personal data. The case that happened to Tokopedia was one of the cases of leakage 

of personal data in a fairly large financial transaction in 2020 yesterday, which amounted to 91 

million accounts and 7 million merchant accounts were hacked by irresponsible actors. In 2019, 

Tokopedia revealed that there were around 91 million active accounts on its digital platform. 

This means that almost all accounts on Tokopedia have been successfully retrieved by hackers. 

This case of personal data leakage has caused considerable losses as the perpetrators sold data 
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on the dark web in the form of user ID, email, full name, date of birth, gender, phone number, 

and password that were still hashed or encrypted at a price of US $ 5,000 or around Rp 74 

million (CNN Indonesia, 2020b). 

 The actions taken by Tokopedia related to this problem are First, after knowing the 

incident, Tokopedia immediately provided information to all Tokopedia users, then started the 

investigation process and took the necessary steps to ensure that accounts and transactions were 

maintained. Second, Tokopedia has communicated and collaborated with the government, 

including the Ministry of Communication and Information and the National Cyber and Crypto 

Agency to investigate this incident while ensuring the security and protection of consumer 

personal data. Third, in addition to conducting internal investigations, Tokopedia has appointed 

a world-class independent institution that specializes in cybersecurity to assist in the 

investigation and identification of the steps needed to improve data protection for Tokopedia 

users. Furthermore, Tokopedia also asks users to follow security measures such as changing 

the Tokopedia account password periodically, not using the same password on various digital 

platforms, and maintaining OTP by not giving the OTP code to any party, including those on 

behalf of Tokopedia and for whatever reason (CNN Indonesia, 2020a). 

 The repressive steps that have been taken by Tokopedia in the case of personal data 

leakage above, shows that DPO is clearly needed for every company engaged in digital 

platforms such as Tokopedia to perform the function of protecting personal data as a preventive 

measure. The preventive function of protection needs to be carried out by Tokopedia so that it 

can avoid the occurrence of personal data leakage cases that harm consumers to the good name 

of the digital platform itself. Prevention can be carried out by Tokopedia by appointing DPOs 

to carry out their duties and work within the company's internal operations to protect 

consumers' personal data. DPO will also be a liaison between companies and consumers with 

regard to personal data management, so that in the event of a personal data leakage case carried 

out by irresponsible parties, DPO will provide solutions and handle it with transparency to the 

public and the government. 

 It should be remembered that DPOs as a profession have tools that are able to monitor 

their work performance, namely the Code of Ethics Commission so that DPOs will be trusted 

parties in dealing with these problems. Based on the repressive measures that have been taken 

by Tokopedia, at least it can be seen that Tokopedia appoints a world-class independent 

institution that specializes in cybersecurity as the institution has the same task as the DPO. 

Therefore, DPO is the most appropriate measure to be implemented in Indonesia, because 

DPOs will carry out their duties professionally in protecting consumers' personal data so that 

digital economy platforms, both Tokopedia and Bhinneka.com, KreditPlus, RedDoorz, and 

Cermati, also experienced data leaks. According to Table 1, individuals can take protection and 

prevention to minimize the occurrence of problems like this in the future. 

 

Conclusion 

 Based on the formulation of the existing problems, the author concludes that: First, the 

formulation of the regulation of the DPO profession in Indonesia is very necessary so that it is 

able to make the DPO as an independent institution with skills that are trained and 

professionally certified in protecting personal data. Thus, it can give full confidence to the 

company as the controller or processor of personal data to appoint a DPO as the executor of 

the function of protecting personal data owned by users of the digital platform. Second, in 

accordance with the current development of the digital economy, DPOs have an important role, 

namely to take preventive steps by protecting consumer personal data at companies operating 

on digital platforms and taking repressive steps by providing solutions in dealing with problems 

surrounding personal data leakage. With the DPO, it is hoped that it will increase public 
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confidence in providing personal data for the greater public interest without being misused or 

violating their personal rights. 

 The author also recommends applying the formulation of the DPO profession regulation 

in Indonesia. Through the initial step for the government, especially the legislature, to 

immediately ratify the RUU PDP so that social control can be enforced for electronic system 

operators who do not carry out the obligation to appoint DPOs in accordance with Article 45 

paragraph (1) of the RUU PDP with efforts to realize administrative sanctions in Article 50 

paragraph (1) RUU PDP. Furthermore, making DPO a profession with clear systematics 

according to the formulation of the addition of Article 45A to the RUU PDP which discusses 

the provisions for the formation of ethical discipline, code of ethics along with the setting of a 

code of ethics commission to oversee the performance of DPOs, standardization of standards 

to train the skills and skills of the DPO profession, and association as a statutory mandate to 

make efforts to protect personal data. With the formulation of the DPO professional regulation, 

it can also provide a role for DPOs in carrying out the function of protecting personal data and 

providing more trust for digital financial users to conduct transactions in the digital era in 

Indonesia. 
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